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Introduction

“A man to carry on a successful business must have imagination.  He must see things as in a vision, a dream of the whole thing.”






-Charles Schwab

Contained within the bounds of the Korean Theater of Operations (KTO) is the demilitarized zone (DMZ).  The DMZ is the symbol of the ideological dispute between North and South Korea and a poignant and constant reminder of the Korean War.  Winding 155 miles across the Korean Peninsula, the DMZ is the last remaining vestige of the Cold War.  Although the artillery is presently silent, the closed and heavily guarded border region between the North and South continues to remind us of the uneasy truce that has existed for the past 50 years.  This demilitarized zone is a clash between the past and the present- Napoleonic style warfare using 21st century technology.  It is classic mass on mass, firepower on firepower, and line of sight warfare in a small but densely populated area.  The destructive effects resulting from the lethality of modern weapons compressed into such a small geographical area overwhelm the imagination.   It is this reality that sets Korea apart from all other theaters, and as such, mandates Command, Control, Communications and Computers, Intelligence, Surveillance and Reconnaissance (C4ISR) functionality that is interoperable in a joint and combined environment, survivable, and secure.  This treatise outlines the C4ISR strategy and vision for Korea to ensure warfighters have access to timely, accurate and relevant information—wherever and whenever needed.   

It’s Not Just About the Common Operating Picture

“It takes a long time to understand nothing”



    -Edward Dahlberg

According to the CJCSI 3151.01, the Common Operational Picture (COP) is the integrated capability to receive, correlate, and display a Common Tactical Picture, including planning applications and theater generated overlays and projections.  Overlays and projections may include the location of friendly, hostile and neutral units, military assets and reference points.  The COP may include information relevant to the tactical, operational and strategic levels of command.  This includes, but is not limited to, any geographically oriented data, planning data from the Joint Operation Planning and Execution System, readiness data from Status of Resources and Training System, intelligence (including imagery overlays), reconnaissance data from the Global Reconnaissance Information System, predictions of nuclear, biological, and chemical fallout and the Air Tasking Order.   

In Korea, or any other combined operating environment for that matter, it is not nearly enough to have a common operational picture.  The COP is the basic entry fee into the arena of decision superiority.  Said another way, the COP is the input and decision superiority is the output.  However, one does not necessarily guarantee the other.  There is a huge enabler that ensures the input and output are inextricably linked.  We call that enabler Common Operational Understanding.

Common Operational Understanding

“There is no force so powerful as an idea whose time has come”









-Everett Dirksen
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Building Integrated Operations

Common Operational Understanding is a process that transforms situational awareness into knowledge-based decisions. In an environment where the fleeting nature of targets compresses the Planning, Decision and Execution (PDE) cycle from days and hours to minutes and seconds, achieving common understanding becomes paramount to success.   It ensures the CINC in his Command Post and the command elements ranging from 2nd Infantry Division to the Second Republic of Korea (ROK) Army not only see the same picture in near real-time, but achieve consensus on what the picture means.  Consensus can only be gained through real-time, interactive collaboration that allows commanders to both see the same picture and discuss what that picture means in operational terms (see figure 1).  Collaborative capabilities allow strategy to task “gaming” of possible courses of action and ensure the CINC’s intent is understood.  Success of our WARPLAN, particularly the early stages of the counter-fire fight, hinges on the ability of the CINC and his field commanders to shorten the decision-making cycle.  Achieving Common Operational Understanding is the force multiplier that reduces the PDE cycle and helps ensure better and faster decisions—which is the essence of decision superiority. However, developing this enabling concept requires fundamental changes to our command structure, warfighting processes, and how we pursue and apply information technology.

“Walking the Boards”

“They thus present the delusive appearance of forces striving after change and progress, while they are merely endeavoring to reach an old goal by ways both old and new”










-Freud

 
Within the KTO, the CINC Combined Forces Command/United States Forces Command (CFC/USFK) is responsible for executing a complex and diverse mission.  Gen Schwartz overseas the combined ROK/US air, naval and ground forces, with a staff of both ROK and US personnel and a ROK army composed of more 600,000 soldiers.  Despite this awesome responsibility and requirement for timely information, in years past the accepted standard for exercising Command and Control (C2) was purely analog in nature.  We called it “Walking the Boards.”

“Walking the Boards” refers to the process by which the CINC received his daily operations update from the staff.  It symbolized the organizational structure, its processes, and the series of workarounds that emerged over time to compensate for the lack of integrated C4I functionality.   Walking the boards began with the CINC and key staff principles meeting in one corner of the Theater Ops Center (TOC) floor.  The walls surrounding the TOC were dressed with large maps covered with acetate, grease pencils, and unit symbols tacked onto the map boards.  Flanked by his staff officers, the CINC would make his way around the TOC floor, pausing periodically to receive an update from the staff element.  The process took around two hours, and there was little interaction between the CINC and field commanders.  Moreover, due to the lack of C4I functionality and supporting processes, the information presented to the CINC was anywhere from 12 to18 hours old.  The staff had worked hard to collect, analyze, and present information and decision points for the CINC.  However, the information was significantly outdated by the time it was presented, and hence, did not reflect the current situation.  It was a well-told story about what occurred in the past rather than an update on what was happening at that instant in time.  

  
As technology matured, the concept of automating the process was institutionalized. Computers and power point augmented the grease boards and acetate. Rather than “Walk the Boards,” the CINC would come in the TOC and receive the update by sitting in front of a large monitor.  However, each staff officer would brief in the same manner as “Walking the Boards.”  Moreover, the currency of the information had not changed—he was still being asked to make decisions based on the same historical information and with little direct input from his field and component commanders.  Automating the process did nothing to improve it.  It yielded no efficiency, and more importantly, did not enhance C2 and combat effectiveness. 

In Korea, CFC and USFK are heeding the lessons learned and working to change the culture across the joint and combined staff.  Little by little, hearts and minds are being won over, and this acceptance is being reflected in the process reviews that are now taking place across all functional elements.  The C4I vision transcends ongoing plans reviews, re-organization of the staff elements, debates over new operational concepts, and our day-to-day support processes.  The scratch in the surface that was barely noticeable a year ago is becoming more pronounced each day.  The principles of the Revolution in Military Affairs that have lain dormant are slowing rising again.  “Walking the boards” is now a distant memory.

Breaking the Cycle of Analog Thinking 

“We live in a moment of history where change is so speeded up that we begin to see the present only when it is already disappearing”

-R .D. Laing

The rapid advancement of information technology is outpacing society’s ability to respond and adapt to the fundamental changes it is creating.  This reality is dramatically altering the strategic landscape.  While it creates opportunities and vulnerabilities in society, business, and throughout national defense establishments, the cultural shift in thinking has not kept pace with the ongoing technical evolution. 

 Strategy is about harmonizing purpose and power, which is difficult to achieve in an ever-changing strategic and geo-political landscape.  We have witnessed the explosion of technology and its subsequent evolutionary life-cycle slashed from the 15 plus years it  took to bring the power of the first CRAY computer to the desktop, to less than the current trend of six months.  The resulting incongruence between the inherent time and complexity of developing strategy and the rapid proliferation of technology manifests itself in society’s ongoing struggle to adapt and bring the two in line.  The default mechanism to cope with this dilemma is to chase the latest technology gadgets and bolt them onto existing institutional processes.  Unfortunately, this reality has led to only short-lived satisfaction, a perpetuation of analog thinking, efficiencies that fall short of expectations, and an exacerbation of longstanding interoperability challenges.

The disappointing outcomes should not be a surprise as they have emerged over years of cultural adaptation.  In essence, analog technology led us to this point and society is trying to make a faster cultural shift to the digital world than perhaps it is prepared to make.  Moreover, we should not construe our inability to get it right the first time as a colossal failure.  Rather, we should see the on-going change as an opportunity to participate in a process that will have such sweeping social impact. 

Exploiting the RMA in Korea

“We use to think that revolutions were the cause of change:  change prepares the ground for revolution”









-Eric Hoffer

      
The fundamental premise behind Joint Vision 2010, and its successor JV 2020, is to exploit the information age and help drive toward the Revolution in Military Affairs (RMA).  The concept of the RMA is widely debated, but has little consensus among those few who comprehend it.  While the potential certainly exists to achieve an RMA, there are fundamental indicators that appear to be holding it back.  First among them is that technology has not yet reduced the layers of command or dramatically changed our existing organizational structures.  While smaller, our military is still organized much the same way was during the Cold War.  Secondly, there has not been the shift in our doctrine that traditionally accompanies an RMA.  While service visions and transformation initiatives have influenced the size of the force structure, they have not significantly altered our warfighting doctrine.  As previously discussed and perhaps most important, we have not yet adapted to the cultural changed required that facilitates allowing technology to fundamentally change our processes.  In general, we are still chasing the latest technologies and integrating them on to existing business practices rather than using technology to fundamentally change our processes.  An RMA cannot be achieved until we synchronize the science of information technology with the artful employment of the artifacts it produces. Lastly, while the U.S. can afford to chase the latest technology, our coalition partners do not necessarily have this luxury.  The unintended consequence is exposed in the growing interoperability gap.  It is imperative we examine our approach to solving interoperability issues if we are to fight alongside longstanding coalition partners and newly formed alliance members.

Our Strategy 

“…a commander who vanquishes an enemy by strategy is equally praised with one who gains victory by force”









-Machiavelli
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In Korea, we used the lessons of the past to chart a new course for the future.  We developed a strategy to address both our short-term needs and our long-range requirements.  This strategy is made up of three objectives:  1.) Developing a theater-wide C4I vision that supports the operational needs of the operator while facilitating process change; 2.) Aligning and institutionalizing the Program Objective Memorandum (POM) with the operational requirements to resource and sustain the vision; and 3.) Fielding C4I capabilities that support current readiness and enhance our ability to fight tonight (see figure 2).  


Common Operational Understanding is the organizing mechanism for our vision.  However, we developed abiding requirements that must occur to enable the vision. The abiding principles embrace the tenants embodied in JV 2010 and 2020 as well as the [image: image8.wmf]Global Command and Control System
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Global Information Grid (GIG).  Figure 3 outlines these principles.  The Korean Information Grid (KIG) is our subset of the GIG.  We are striving to provide network centric information by better linking sensors to shooters, ensuring open systems architectures can plug and play in a joint and combined arena, and transport systems and applications that guarantee assured access to timely, accurate, and relevant information.  The KIG is being developed on a foundation based on doctrine and policy with particular focus on our WARPLAN. 

The KIG uses a common C4ISR infrastructure that is based on terrestrial, airborne and space communications, providing the theater with a fully functional and integrated architecture that the CINC can go to war with.   This infrastructure is the focus of our vision and modernization efforts.

Implementing the Vision

“To be prepared is to have no anxiety”





-Korean Proverb

   
In order to achieve Common Operational Understanding, significant improvements to the KIG are required.  The threat from North Korean special ops forces and artillery mandates a robust, survivable transport infrastructure that ensures bandwidth on demand and plug and play access for our applications and services.    We have initiatives underway that integrate individual modernization efforts across our transport, applications, and services layers.  Each initiative is inextricably linked and rooted in a well-defined architecture.  
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Figure 4 outlines CFC/USFK’s plan to fulfill the vision.  Key to the vision is the ability to embrace the tenants of the Defense Information Systems Network (DISN).  The DISN is the global telecommunications infrastructure that provides end-to-end information transfer and value added network services.  The Defense Information Systems Agency has overall responsibility for managing the DISN.  DISNizing Korea is CFC/USFK’s attempt to leverage the capabilities of the DISN and the many services it provides.  We are partnering with DISA to expand long haul and intra-theater bandwidth and provide diverse connectivity and survivability.  Some of the ongoing initiatives include establishing new bandwidth connectivity direct into our main command post, consolidating existing SATCOM leases and modernizing ground stations, working to overcome our existing SATCOM shortfalls, and completing a secondary fiber ring around the peninsula to augment other planned bandwidth upgrade efforts on our government-owned fiber backbone.  These enhancements will ensure reach back capabilities can support strategic command and control requirements as well as support intelligence, logistics and political-military needs.



There are a plethora of plans and ongoing initiatives to link our reach back capabilities to our intra-theater needs.   The Consolidated Wide Area Network (CWAN), the Army’s Installation Information Infrastructure Modernization Plan (I3MP), and several strategic and tactical communications enhancements will advance intra-theater bandwidth and survivability light years ahead of where it is today.    


We developed the CWAN to help reduce the operations and maintenance costs, streamline network management, and improve quality of service.  The plan calls for replacing hundreds of low bandwidth PairGain modems and circuit encryption devices with high speed TACLANE and FASTLANE network encryption devices to achieve a common user network that maintains the integrity of secure communities of interest at each of the five ROK and US classification levels.  It will also consolidate the operations and maintenance responsibilities of several different organizations as well as the corresponding multiple network management systems that have emerged over time.   


The I3MP program will upgrade the infrastructure at approximately 22 installations and provide Gigabit Ethernet capability.  Our plan is to synchronizing this effort with the CWAN architecture to reduce costs and dramatically increase functionality.  The first two bases are scheduled to begin by the third quarter of 2002.  


The 20-year-old Government Owned/Government Operated Fiber Optic Cable System in Korea (FOCSIK) is being tested and repaired to support high-speed data rates.  The I3MP multi-Gigabit Ethernet switching capability will support the growing demand for IP‑based services.  Dense Wave Division Multiplexing will increase bandwidth on existing and planned fiber cabling, while Multi-protocol Label Switching will improve security, manageability and quality of service across our IP and ATM enterprise.  Lastly, we are installing new digital microwave units that provide additional bandwidth and improve reliability and survivability of C4I systems.  


We believe our tactical network is inherently the most survivable of our C4 networks.  As such, it will carry a heavy burden during all phases of the WARPLAN.  The 1st Signal Brigade manages the majority of the tactical assets in Korea, ensuring the seamless flow of voice, data and video to deployed forces in fixed and mobile environments.  To ensure the tactical network can handle the huge demands for information exchange, the 1st Signal Brigade is implementing key enhancements that will increase tactical SATCOM capability and improve secure interface between the tactical and strategic networks. 


We believe the key to achieving Common Operational Understanding is to first ensure a robust, survivable infrastructure.  The transport layer initiatives and plans are just a few ongoing efforts.  There are many more in development that will help set the stage for pending applications and services initiatives.  For instance, as the transport systems increase our bandwidth, quality of service, and survivability, we plan to implement such projects as server consolidation across the peninsula and a comprehensive command post modernization plan that will increase efficiency, reduce the cost of ownership, and ensure our C2 systems support current and future warfighter needs.  Additionally, these efforts will allow us to unleash the latent potential of collaborative planning tools, Voice Over IP (VoIP), and web-based applications in an architecture that allows them to efficiently and effectively coexist with our C2 systems rather force performance tradeoffs between them. Most importantly, it lays the foundation for the kind of process changes needed to shift the command from the analog to digital world.


The integration of our systems, networks, and information assurance capabilities into a C4I COP provides the situational awareness that contributes to Common Operational Understanding (see figure 5).  It allows the warfighter to better assess risk and develop [image: image12.wmf]Integrated View
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options.   The primary objective of our Combined/Joint C4I Coordination Center (CJCCC) is to create an environment that allows proactive management of a seamless, survivable Combined/Joint C4I system of systems through a tiered management structure. To that end, we are pioneering new ground in our CJCCC by integrating both combined and joint tactical to strategic voice, data, and video systems that will support the full spectrum of operations across the theater.  The full view will be available during armistice at our garrison location, but also have the capability to appear in either our primary or alternate warfighting command posts.  It will also provide real-time monitoring of system and network intrusions, thereby leveraging the numerous information assurance (IA) initiatives we are working to protect our information and information systems.


The USFK IA program has made great progress over the last 12 months, ensuring the availability and integrity of information and information systems to support WARLAN execution.  The command is actively implementing the DoD IA strategy of “Defense-in-Depth” through the establishment of the USFK IA TRIAD.  This TRIAD consists of representatives from the operations, intelligence, and C4 community.  Examples of specific actions taken include: institutionalizing the INFOCON process, deployment of firewalls at the network level, dispersal of intrusion detection systems across classified and unclassified networks, security hardening of critical servers and nodes, and initiation of a command wide user awareness program. In addition, great in-roads are being made to train IA core professionals, include ROK counterparts into a combined CFC IA program, and integrate IA training objectives into major CFC/USFK exercises.

A Shift to the Digital World 

“We accept the verdict of the past until the need for change cries out loudly enough to force upon us a choice between the comforts of further inertia and the irksomeness of action”









    -Learned Hand


The vision has been assembled and documented in the requirements and POM process.  C4I is the theater’s top priority and is reflected in the CINC’s Congressional testimony as well as key Joint Chiefs of Staff documents.  Efforts to streamline the POM process and articulate our needs in the appropriate fora have already paid enormous dividends.  The Office of the Secretary of Defense recently signed Program Budget Decision Memorandum (PBD) 725 that provides Korea $332M for C4I over the fiscal year 2003-2007.  This decision is a major milestone for the theater and provides the sustained funding the command needs to fulfill the vision (see figure 6).  



The staff is now engaged in working the details of PBD 725.  However, efforts are still already underway to prioritize and invest available funding in C4I capabilities that lead us toward our vision.  Over the past year alone, the command has witnessed improvements that few thought possible in such a short time.   A recent exercise allowed CFC/USFK to gauge whether its investments in C4I thus far are validating the command’s vision. 

The upgrades we made to our secure, bi-lingual video teleconferencing system provide high quality, reliable, on-demand C2 and information exchange between the CINC and his field and component commanders.  New plasma displays were ubiquitous throughout all staff elements and, together with a multi-grid video wall, provided  functional staff elements simultaneous access to multiple video feeds to include the COP, JSTARS, UAVs, VTC, and IP Video.   Bandwidth upgrades to components, new routers and switches in key nodes, upgrades to classified and unclassified networks, and a new Defense Red Switch improved information flow across the command.  

The use of IP video and collaborative planning capabilities provided virtual connectivity within the main command post as well as between the main command post and components elements.  Voice-over-IP (VoIP) on our combined C2 system (GCCS-K) also augmented other secure voice systems not available to the Republic of Korea, eliminating the labor-intensive task of managing allied cryptographic keying material while extending secure voice functionality to our combined partners.   

The integration of the aforementioned capabilities, along with major redesign and construction of key command post functional areas, moved us a step closer to Common Operational Understanding.  Collectively, they accelerated the decision-making cycle in ways that allowed new operational concepts to be exercised for the first time.  Warfighters spent more time warfighting than participating in the major production of preparing for the CINC’s daily update.  Additionally, the CFC/USFK staff achieved a point where the CINC could receive the update in multiple locations and varying times within the main command post, or if needed, from any command post in the theater.  More importantly, the information presented was the most current rather than recent history.  Although we have significant work to do to increase the quality, reliability and access to these services and applications, the remnants of “Walking the Boards” are rapidly fading.

Conclusion

"My interest is in the future; as I'm going to be spending the rest of my life there”

 





-Charles Kettering
Sun Tzu, Clausewitz, and even Machiavelli cited the importance of information in warfare.  However, neither understood the true power of information nor its implications for future societies.  Information and information technology offers the opportunity to change the entire mantel of society, and thus radically alter the future character of warfare.  However, this can only occur if society willingly accepts and embraces change.

The recent CFC exercise referenced above culminated a year of detailed planning, changing mindsets, and demonstrating future potential through the integration of off-the-shelf technology.  While there were considerable lessons learned from our venture into the digital age, and wide acceptance that an incredible amount of work lies ahead to build upon the successes, the command achieved a significant milestone.  The power of technology sparked serious discussions about our existing C2 structure.  An even greater debate is taking place about how our warfighting processes and concepts can change to reflect new capabilities.  These ongoing debates mark the command’s first big step from the analog to digital world.
� EMBED PowerPoint.Slide.8  ���





� EMBED PowerPoint.Slide.8  ���





� EMBED PowerPoint.Slide.8  ���





� EMBED PowerPoint.Slide.8  ���





� EMBED PowerPoint.Slide.8  ���





� EMBED PowerPoint.Slide.8  ���





Figure � SEQ Figure \* ARABIC �1�











Figure � SEQ Figure \* ARABIC �2�





Figure � SEQ Figure \* ARABIC �3�





Figure � SEQ Figure \* ARABIC �4�





Figure � SEQ Figure \* ARABIC �5�





Figure � SEQ Figure \* ARABIC �6�








PAGE  

_1070274783.ppt


The Strategy in a Nutshell

Develop theater C4I vision and plan



Elevate priority and fix POM process 



Provide C4I functionality the command must have to warfight

Put Korea C4I on the map!



I’ll begin with my vision for C4 and discuss its critical elements



I’ll then go over the challenges we must address together as we work to achieve this vision.



…and then describe the underlying principles for building an objective C4 architecture for the peninsula.



You’ll then see the lay down of a strategy to achieve the vision...



...followed by the approach I want to take to build a road map we can all follow as we pursue the vision.



Taken all together, these comprise a C4 Campaign Plan for this command which will eventually be published as a document, kept up to date, and I hope, made available on an web page accessible to all of you. 
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RMA 

Very
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Combined
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        Theater Vision

Alliance C2 through 

interactive, collaborative 

capabilities leading to 

real-time common operational 

understanding at all levels 

and the full range of 

political/military operations

Present Reality

Future Vision

The Korea C4ISR Vision

Abiding 
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ABCS

TBMCS

PASS-K

GCCS-K



Present Reality:

- National Security Strategy (NSS) and National Military Strategy (NMS) not fully harmonized

- Joint processes primarily focused on current POM cycle

- U.S. and allies on different timelines in pursuit of RMA

- Services have different view and vision of the future

Current trends are still analog in  nature.  We’re applying technology to existing processes rather than using technology to fundamentally change the process



RMA:

- Widely debated, narrowly understood, little consensus…currently passing us by

- RMAs are different than MTRs--revolution often confused with evolution which leads us down the wrong path

- Time is a driving factor in RMA process….change is the key measure  

- Geo-political landscape has U.S. and alliances on vastly different timelines..creates strategic paradox

- Journey to the future must co-evolve on 2 fronts--internal to U.S. and external to Alliances



Future Vision:

- Digital approach must manifest itself in doctrine, technology, and organization-Gov’t, industry, society

- Underlying principles formed in NSS, demystified in NMS, and embraced at joint and service levels 

- Resulting shift (time and change) re-ignites the RMA….and drives everyone to the future
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Building Integrated Operations

End-To-End View of all Levels of Information Flow
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What the Vision Means for C4I



		A single secure Grid providing Information Superiority for the Combined Forces Command  (Info Fusion/Quality, etc.)

		Seamless end-to-end capabilities

		Joint/Combined, high capacity netted operations

		Fused with weapons systems (Sensor-to-shooter) 

		“Plug and Play” interoperability        

		Guaranteed for US and Allied

		Connectivity for ad hoc coalition users

		Information/Bandwidth on demand

		Defense in Depth against all threats



Protected, Assured, Interoperable Information







Global Command and Control System-Korea
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The Korean Information Grid is our subset of the Global Information Grid (GIG).  The vision is to provide network centric information superiority supporting superior knowledge and decision-making.  This must be accomplished across joint, combined, coalition, governmental and non-governmental environments to support sensor to shooter warfighting missions as well as civil-political-military operations.  The KIG must be developed on a foundation based on doctrine and policy with particular focus on WARPLAN 5027.



We will focus on those areas that technology primary influences, that is, communications and applications and services.
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Resourcing the Vision





 Little Joint Staff

Visibility

POM not well

documented

WE are 

Here!

The Past
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Pentagon and 

Congress



C4I is top

CINC 

Priority



#1 Theater
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POM well

documented
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In the Beltway



Requirements

Linked to C4I architecture



Not A top CINC Priority



Requirements

Not Linked to C4I architecture
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What C4I Means for the Vision





		 Build a robust Transport Layer

		 “DISNize” Korea

		 SATCOM modernization

		 CWAN

		 I3MP

		 Tactical Comm Enhancements



		 Implement Digital Applications

		 Command Post modernization

		 Server Consolidation

		 Provide Collaborative tools

		 Web based ops & Knowledge Mgt



		 Enhance Interoperability & Services 

		 Resolve Interoperability Issues

		 Information Assurance				 

		 C4I Situational Awareness				
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