SAMPLE

Memorandum of Agreement (MOA)

between

Designated Approval Authority for
[NETWORK or SYSTEM]

and

Designated Approval Authority for

Global Command and Control System-Korea (GCCS-K)

1.  SCOPE:  In accordance with the Department of Defense Information Technology Security Certification and Accreditation Process, DODI 5200.40, a Memorandum of Agreement (MOA) shall be accomplished between Designated Approval Authorities when a system requires connectivity to a separate system outside the boundary for which it is accredited. This document is the agreement between [DAA of network (title)] as the Designated Approval Authority (DAA) for the [network or system] and the Chief, Joint Command Information Systems Activity (JCISA) as the DAA for the Global Command and Control System–Korea (GCCS-K), to establish connectivity with the GCCS-K network.

2.  PURPOSE:  This MOA documents the responsibilities and working relationships between both parties for the connection of [network or system] to GCCS-K.

3.  APPLICABILITY:  This MOA is effective upon signature by both parties.  This MOA may be amended by written agreement of both parties or may be invalidated by either party upon written announcement.

4.  RESPONSIBILITIES:

    a. [DAA of network (title)]:



(1)  Ensure that [network or system] is a fully accredited system that meets all of the GCCS-K interconnection and system security requirements.

(2)  Ensure system users comply with the provisions of Army Regulation 380-19 and all applicable security policies and procedures as stated in the [network or system] Generic and Operational Accreditation Documents.

(3) Ensure security countermeasures are implemented and maintained.

(4)  Ensure designated [network or system] will not process data beyond the sensitivity of the GCCS-K Network operating at the SECRET RELROK/ROKUS level.

(5) Ensure that each respective unit receiving a [network or system] system maintains physical
 responsibility for [network or system] equipment connecting to the GCCS-K.  Physical responsibility includes providing physical security of equipment, surge protection, general cleaning and maintenance, performance of system backups, and coordinating hardware maintenance.
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(6) All system [network or system] maintenance and upkeep to include software updates will be accomplished by the [network or system] administrators.

(7)  [network or system] system administrators will retain administrator level access to the [network or system].  The [network or system] system administrators will not have any similar privileges or accounts on any other USFK JCISA systems. 


(8)  Each respective unit receiving a [network or system] will be responsible for providing physical terminal access to the [network or system] equipment and will ensure security clearance verification prior to terminal access.

    b. DAA, GCCS-K:


(1)  Provide network connectivity as depicted in the network architecture drawing at Attachment 1.

(2) Upon approval, conduct security and evaluation test for possible security problems within the network.



(3)  Ensure that appropriate actions are implemented to maintain connectivity to the GCCS-K network and that all [network or system] components are included in network administration.
(4)  Provide prior notification to the DAA for [network or system] on any anticipated system outage that may affect the operations of [network or system].  The anticipated time and date of service restoral will be provided as well.



    c. Configuration Management:

(1)  All file configuration management issues will be coordinated between [network or system] administrators and GCCS-K administrators.  No changes will be made to any GCCS-K system solely for the purpose of providing access to [network or system].
(2)  [network or system] software revisions or updates from the PM that effect connectivity with the GCCS-K network will be coordinated with JCISA prior to installation.
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 (3)  CMMS system administrators will retain root and tracker level access to the CMMS.  The CMMS system administrators will not have any privileges or accounts on any other USFK JCISA systems. 

5.  POINTS OF CONTACT.

JCISA:

Information Systems Security Manager:  Mr. Richard A. Hart, DSN 315-725-6013,

e-mail: hartri@usfk.korea.army.mil
System Administrator:  Capt Joseph R. Ewing, DSN 315-725-8214,

e-mail: ewingr@usfk.korea.army.mil
Network Administration:  LTJG Desmond B. Webster, DSN 315-725-5189,

e-mail: websterdb@usfk.korea.army.mil:

Organization:

Chief, Technical Support:

Technical Support NCOIC:

Technical Support NCO:

JOHN Q. SMITH




RICHARD J. PETRASSI

Colonel, USA





Colonel, USAF

Chief






Chief, Joint Command Information Systems

Activity

Organization Designated Approval Authority
GCCS-K Designated Approval Authority
Date: _____________________


Date: _____________________
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