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EXSUM

Current Status of USFK DMS

DATE 17 SEP 02

1.  The current DMS system uses software Version 2.1-2.2 and V1 security certificates.  DMS is scheduled to convert to software Version 3.0, and V3 security certificates in the near future.  The conversion is programmed for completion NLT EOM APR 03.

2.  Software Version 3.0 utilizes a V3 security certificate that will allow users to classify messages up to SECRET and attach an additional security measure.  If the recipient security certificate does not recognize the additional security measure the message will not be displayed.
3.  It is imperative that DMS users using V1 security certificates (software version 2.1-2.2) be upgraded prior to end APR 03.  Messages using the old software will not be delivered after this time and will be returned to the user as a failed message.

4.  There is no compatibility between V1 and V3 security certificates.

5.  The security certificates reside on Fortezza cards.  Training has begun for Northern Node personnel on creating Fortezza cards with V3 certificates.  As accounts are upgraded, a new Fortezza card may be issued or the current card updated.  Northern Node personnel will determine how to best accomplish the upgrade once they are trained and familiar with the system.

6.  New accounts will not be created in anticipation of the software upgrade.  Exceptions are made on a case-by-case basis.  Inactive accounts are purged as a component of the upgrade.

7.  There are hundreds of DMS accounts in the Theater.  Some are inactive accounts.  The DMS Executive Agent (1ST SIG BDE) tracks and monitors only twenty-three DMS accounts.  These accounts are primarily for key users within USFK (CINC and primary staff).

8.  The Directory User Agent, the address book of DMS, is a very cumbersome system to derive unknown email addresses.  A search tool has recently been released to ease this task.
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