MINIMAL SECURITY ACTIVITY CHECKLIST

FOR THE SYSTEM YOUR ARE TRYING TO CONNECT

Table AP2.T1. Task 2-1 Level 1 Checklist

System Architecture Analysis                                                                      
YES    NO    N/A

1. Does the systems architecture documentation describe the architecture, including               

graphics, of the system and interconnections providing or supporting, system

functions?








    

2. For a domain, does the systems architecture show how multiple systems link and                                    

interoperate, and describe the internal construction and operations of particular

systems within the architecture?

3. For the individual system, does the systems architecture include the physical                      

connection, location, and identification of key nodes (including circuits, networks,

etc.)?

4. Does the system architecture specify system and component performance                                    

parameters (e.g., mean time between failure, maintainability, and availability)?

5. Does the system architecture identify and describe the hardware configuration?                  

6. Does the system architecture identify and describe the software configuration?                   

7. Does the system architecture identify and describe the firmware to be used in the               

system?

8. Does the system architecture identify and describe all system interfaces?                            

9. Does the system architecture identify and describe all external connections?                       

10. Does the system architecture define the accreditation boundary?                                       

11. Does the system security architecture implement the security policy and                            

requirements?

12. Does the architecture state how the security enforcing functions of the system                  

will be provided?

13. Does the system maintain a domain for its own execution that protects it from                    

external interface or tampering?

14. Are safeguards in place to detect and minimize inadvertent or malicious                             

modification or destruction of the computer system?

15. Does the system design documentation accurately reflect a decomposition of the              

system security policy and requirements into constituent system elements?

Table AP2.T2. Task 2-2 Level 1 Checklist

                              Software, Hardware, and Firmware Design Analysis                                 YES    NO    N/A

1. Was a security analysis conducted to determine the appropriate security                             

requirements?

2. Was the design specification evaluated and approved for the adequacy of                                               

software security measures necessary to meet the security requirements?

3. Were all the security requirements incorporated in the software?                                                              

4. Does the software security design meet the approval of the DAA?                                       

5. Does the software design documentation accurately reflect a decomposition of the                                 

system security policy and requirements into constituent software elements?

6. Are security enforcing components identified?                                                                      

7. Are non-security-enforcing components identified whose failure or misuse could                                                              

compromise security?

8. Is there a close correspondence between the detailed design and the source                                          

code and/or hardware drawings?

9. Were all the general requirements incorporated in the design?                                                                 

10. Is there evidence of traceability, such as matrices, tables, or trees, which map the                                

security requirements to software components or modules containing the security

designs and implementation?

11. Does the system design documentation follow the appropriate document                                               

standards (DIDs, etc.) with respect to traceability compliance.

12. Are there complete and appropriate references to other security relevant                                               

documents in the design documentation?

13. Does the operating system support the security requirements?                                         

14. Does the operating system meet the requirement for identification?                                  

     (a) Are all authorized users uniquely identified before granting access to the                     

system?

     (b) Does the operating system enforce unambiguous USER IDs to identify its                   

users?

     (c) Does the security administrator have a choice of automatic or manual                          

disabling of USER IDs?

15. Does the operating system meet the requirement for authentication?                                

     (a) Does the operating system verify the identity of all users prior to allowing                     

access?

     (b) Does the operating system preserve the confidentiality and integrity of stored              

authentication information such as passwords, PINs, and authentication tokens?

16. Does the operating system meet the requirement for data and system integrity?              

     (a) Does the operating system have the capability to identify the original creator               

of any named or user-accessible resources such as data and processes?

                                                                                                                                                  
YES    NO    N/A

17. Does the operating system meet the requirement for audit?                                                

     (a) Does the audit log provide the capability to investigate unauthorized activities               

after they occur so that proper remedial action can be taken?

     (b) Are the audit requirements defined?                                                                                 

     (c) Does the operating system generate logs that contain information about                         

security relevant events?

     (d) Are items selectable and definable for recording by the security                                       

administrator?

     (e) Are audit logs protected from unauthorized access or destruction by means                    

of access controls based on user?

     (f) Are audit logs and audit control mechanisms protected from modification or                     

destruction?

18. Does the operating system meet the requirement for data confidentiality?                           

Table AP2.T3. Task 2-3 Level 1 Checklist

                             Network Connection Rule Compliance Analysis                                         
YES    NO    N/A

1. Does this system or network connect to any other network or systems?                               

2. Are all the network interfaces and communications clearly identified?                                  

     (a) Is there a network configuration diagram available?                                                       

     (b) Is there an identification of the information that is allowed to flow across the                 

interface?

3. Are the security requirements for each side of the interface identified?

4. Are all security requirements for all interfaces defined?

5. Do all communications links between remote facilities and the central LAN or                     

central computer facility meet the requirements for the transmission of the highest

classification of information to be transferred?

6. Do all communications links between remote facilities and the central LAN or                     

central computer facility meet the requirements for all categories of data contained in

the system?

7. Are all remote workstations or terminals uniquely identified when accessing the                 

host?

8. Does the network design comply with the security requirements?                                        

9. Are MOUs in place for each network interface?                                                                    

10. Are procedures in place to ensure that individual nodes of the network comply with                                

network countermeasures and requirements prior to interfacing with the network?

Table AP2.T4. Task 2-4 Level 1 Checklist

                              Integrity Analysis of Integrated Products                                                    
YES    NO    N/A

1. Are the COTS and GOTS products certified?

2. Are the COTS and GOTS products accredited?

3. Were the products developed by cleared developers or integrators?                                     

4. Have the COTS or GOTS products been evaluated for security vulnerabilities?

     (a) Have the products been checked for viruses, Y2K compliance, backdoors                     

or trapdoors?

     (b) Is public domain software included in the products?                                                        

     (c) Were products developed in the C programming language?                                                      

     (d) Is JAVA used in the products?                                                                                         

     (e) Is Active-X used in the products?                                                                                                

     (f) Do the products run in user mode or kernel mode?                                                                              

5. Have any modifications been made to previously approved products?                                            

6. If modifications have been made, have the modifications been evaluated for                                           

security vulnerabilities?

Table AP2.T5. Task 2-5 Level 1 Checklist

                             Life-Cycle Management Analysis                                                                
YES    NO    N/A

1. Is all the software (including the current version number) reflected in the SSAA?                 

2. Has all of the software on the system been properly licensed?                                              

3. Is authenticity of the operating system software verified by comparing the registry                                   

or shipment number of the software package with that contained in record

communications from the originator?

4. Is proper documentation available for all software, and are all modules and

interfaces described in detail?

5. Is an inventory of all software maintained?                                                                             

6. Are configuration management procedures in place for new additions of new                       

software, updated software and maintenance of software?

7. Prior to operational use of any new system release does the ISSO conduct                         

sufficient testing to verify that the system meets the security requirements?

8. Are new releases tested and debugged during dedicated time in a controlled                      

environment?

9. Are all software patches unique to the site tested by software personnel?                            

10. Is the operating system software protected to the highest classification and for all             

restrictive categories of data which the central system is processing or storing online?

11. Is there a backup copy of all applications software, operating system and system             

utilities maintained?

12. Are the backup copies protected as described in item 10, above.                                       

13. At a minimum, are all software and backups stored in a fire rated container or                   

off-site location?

14. Are Configuration Management and Change Controls documented?                                                        

     (a) Is the authenticity of the operating system or executive software verified by                                        

comparing the registry or shipment number of the software package with that

contained in record communications from the originator?

     (b) Prior to operational use of any new system release, does the ISSO conduct                                       

sufficient testing to verify that the system meets the documented and approved

security specifications?

     (c) Are new releases tested and debugged during dedicated time in a controlled                

environment?

     (d) Are all software patches tested by system software personnel?                                     

     (e) Does the ISSO or CM Review Board maintain a system baseline and                           

backup?

     (f) Does ISSO maintain and monitor a log of all system patches?                                        

    (g) Has the ISSO developed and approved a method to control access to                           

system tapes or disks?

     (h) Has each individual user been assigned a unique user identification and                                            

password that has been randomly machine generated?

15. Are functional configuration audits performed?                                                                                         

16. Is there a process in place for requesting and approving system changes before            

they are made?

17. Are all system modifications documented and entered into the configuration                   

management baseline?

18. Are system modifications reflected in the SSAA and are procedures in place to                               

keep the SSAA system configuration current?

Table AP2.T6. Task 2-6 Level 1 Checklist

                            Vulnerability Assessment                                                                             
YES    NO    N/A

1. Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in                    

the SSAA?

2. Have the vulnerabilities been analyzed to determine their susceptibility to                            

exploitation?

3. Have the vulnerabilities been analyzed to determine probability of their                                

occurrence?

4. Has the threat been properly documented and analyzed to determine the                            

relationship to this system?

5. Have the threat and vulnerabilities been analyzed to determine the risk to the                     

system operation?

6. Have additional countermeasures been identified to address the risks?             

7. If any residual risks remain, have they been documented in the SSAA?                               

8. Are the residual risks acceptable for operation of this system?                                             

9. Have ST&E procedures been developed to evaluate the high risk areas?

10. Is this system ready for full-scale integration and to progress to Phase 3?                         

Table AP2.T7. Task 3-1 Level 1 Checklist

                             Security Test and Evaluation (ST&E)                                                          
YES    NO    N/A

1. Has a system ST&E plan been prepared and is it sufficient to ensure thorough

examination and exercising of the system's security confidentiality, integrity and

availability control features and procedures to determine their effectiveness and

reliability?

2. Have system ST&E procedures been prepared?

     (a) Are the procedures sufficiently comprehensive to ensure thorough

examination and exercising of the system's security confidentiality control features

and procedures to determine their effectiveness and reliability?

     (b) Are the procedures sufficiently comprehensive to ensure thorough

examination and exercising of the system's security integrity control features and

procedures to determine their effectiveness and reliability?

     (c) Are the procedures sufficiently comprehensive to ensure thorough

examination and exercising of the system's security availability control features and

procedures to determine their effectiveness and reliability?

     (d) Are the procedures sufficiently comprehensive to ensure thorough

examination and exercising of the system's security accountability control features

and procedures to determine their effectiveness and reliability?

     (e) Are the procedures traceable to the security requirements in the RTM?

     (f) Are all security requirements tested?

3. Have tools been identified to support the ST&E?

     (a) Have the tools been procured with sufficient licenses to test the entire system

or network?

     (b) Will the ISSO or system manager retain a copy of the tool and a license to

run the tool?

     (c) Are any proprietary tools being used? If so, how will the Government obtain

use of the tool for periodic retesting?

4. Has the ST&E been performed?

5. Have the results of the ST&E been documented in the SSAA?

6. Have the ST&E results been analyzed to identify any vulnerabilities of this system?

7. Have the vulnerabilities been documented in the SSAA?

8. Does the ISSO maintain a copy of the ST&E plan and results?

Table AP2.T8. Task 3-2 Level 1 Checklist

                             Penetration Testing                                                                                     
YES    NO    N/A

1. Is there an announced/unannounced monitoring/penetration vulnerability                                       

assessment process or procedures in place?

2. Are vulnerabilities and discrepancies analyzed to determine their susceptibility to                

exploitation?

3. Does the system have any intrusion detection or real time monitoring software                               

installed?

4. Are network analysis tools used to monitor the integrity of the system?                                           

Table AP2.T9. Task 3-3 Level 1 Checklist

                             TEMPEST and RED/BLACK Verification                                                    
YES    NO    N/A

1. If TEMPEST requirements apply to this system, has a Red-Black inspection been                                  

conducted?

2. Are the results of the Red-Black inspection acceptable?                                                                           

3. If TEMPEST requirements apply to this system, has TEMPEST testing been                                          

conducted?

4. If TEMPEST testing has been conducted, are the results acceptable or is the                                         

physical control zone sufficient?

5. Has NTISSI 7000 been used to determine the applicable TEMPEST                                                       

countermeasures for computer systems processing classified material?

6. Were the countermeasures implemented and maintained?                                                                      

Table AP2.T10. Task 3-4 Level 1 Checklist

                               COMSEC Compliance Validation                                                             
 YES    NO    N/A

1. Have COMSEC protective measures been implemented to protect the                                                     

transmission of classified and/or sensitive information?

2. If classified information is being transmitted is it being protected by NSA-approved                                 

Type 1 encryption equipment and keying material?

3. If sensitive information is being transmitted, is it being protected by products                                           

which conform to DES in FIPS PUB 46-1 and FIPS PUB 140 or their successors?

4. If sensitive information being transmitted is not protected by DES products, has a                                   

waiver to these standards been granted pursuant to Section 3506(b) of Title 44 U.S.

Code?

5. If sensitive information is being transmitted is it being protected by NSA-approved                                   

Type 1 encryption equipment and keying material?

6. If classified or sensitive information is being transmitted is it protected by a PDS?                                    

Table AP2.T11. Task 3-5 Level 1 Checklist

                               System Management Analysis                                                                  
YES    NO    N/A

1. Has a Computer System Security Program been established?                                              

2. Has the system (and all applications and network) been accredited?                                    

     (a) Did the accreditation use the DITSCAP process?                                                            

     (b) Has a SSAA been developed?                                                                                         

     (c) Has the SSAA been approved?                                                                                        

3. Has the DAA determined if a risk assessment is required?.                                                   

     (a) Has a risk assessment been performed?                                                                         

     (b) Does the ISSO maintain a copy of the risk assessment?                                                 

     (c) Is the risk assessment kept updated and repeated?                                                        

     (d) Is the risk assessment updated when any change is made to the facility, IT                   

equipment, system software, or application software that affects the overall IT security

posture?

     (e) Is the risk assessment updated when any change is made in operational                      

configuration, data sensitivity, or classification level?

     (f) Is the risk assessment updated when any change is made that appears to                     

invalidate the original conditions of accreditation?

4. Is the system reaccredited when any change is made to the facility, IT equipment,              

system software, or application software that affects the overall IT security posture?

5. Is the system reaccredited when any change is made in operational configuration,              

data sensitivity, or classification level?

6. Is the system reaccredited when any change is made that appears to invalidate                  

the original conditions of accreditation?

7. Has an ISSO been appointed in writing?                                                                                

8. Is the ISSO the focal point for all security matters for the IT systems assigned?                   

9. Have the duties and responsibilities of the ISSO been defined in writing?                             

10. Do the ISSO duties include the following:                       

     (a) Executing the Computer Security Program as it applies to the assigned IS                     

including preparing and supporting the accreditation support documentation.

     (b) Maintaining an inventory of IS hardware, system software, and major                             

functional application systems?

     (c) Monitoring system activity, e.g., identification of the levels and types of data                    

handled by this IS system, assignment of passwords, review of audit trails, etc., to

ensure compliance with security directives and procedures?

     (d) Security oversight and monitoring of remote IS components or to ensure                         

compliance with security requirements?

     (e) Conducting and documenting risk assessments for the assigned IS?                               

     (f) Supervising, testing and monitoring changes in the IT system affecting the IT                  

activity posture as appropriate?

     (g) Implementing or overseeing the implementation of appropriate                                        

countermeasures?

     (h) Implementing or overseeing the implementation of the Security and Training                  

and Awareness Program?

     (i) Monitoring IT procurement for security impact to ensure compliance with                         

security regulations and known security requirements for the assigned IS?

     (j) Ensuring that all IT security incidents or violations are investigated,                                  

documented and reported to appropriate authorities?

11. Has the ISSO developed and approved a method to control access to system                    

tapes or disks?

12. Does the ISSO maintain a copy of the ST&E plan and results?                                            

13. Has each individual user been assigned a unique user identification and                            

password that has been randomly machine generated?

Table AP2.T12. Task 3-6 Level 1 Checklist

                               Site Accreditation Survey                                                                          
YES    NO    N/A

1. Has a Site Survey been completed?                                                                                      

2. Has the system been Certified and Accredited previously?                                                              

3. Does the computer facility meet the following requirements:

     (a) Is the system operated within the manufacturer's optimum temperature and

humidity range specifications?

     (b) Are environmental systems dedicated to the computer facility?

     (c) Are environmental controls regulated by key designated personnel only?

     (d) Is a temperature/humidity recording instrument installed to monitor the

system area?

        (1) Is the temperature/humidity instrument connected to an alarm to warn

of near-limit conditions?

     (e) Is adequate lighting present?

     (f) Is emergency lighting available ?

     (g) Is electrical power reliable?

     (h) Are voltage regulators or other electronic devices present to prevent serious

power fluctuations?

     (i) Does the facility have an interruptible power source?

     (j) Are cleaning procedures and schedules established and adhered to?

     (k) Is the facility overhead free of steam and water pipes?

     (l) Are plastic sheets available to protest the system from water damage?

     (m) Is there a facility fire bill?

     (n) Are emergency exits clearly marked?

     (o) Do employees receive periodic training in the following areas:

        (1) Power shut down and start up procedures?

        (2) Operation of emergency power?

        (3) Operation of fire detection and alarm systems?

        (4) Operation of fire suppression equipment?

        (5) Building evacuation procedures?

     (p) Is a master power switch or emergency cut-off switch to IT equipment

present?

     (q) Is the master power switch located near the main entrance of the IT area?

     (r) Is the master power switch adequately labeled, or protected by a cover, to

prevent accidental shut off?

     (s) If the system process critical applications, has a sequential shutdown

routine?

     (t) Do a sufficient number of portable fire extinguishers exist?

     (u) Does a central fire suppression system exist?

     (v) Is automatic smoke/fire detection equipment present?

     (w) Does the fire/smoke system activate an alarm at the nearest fire station?

Table AP2.T13. Task 3-7 Level 1 Checklist

                               Contingency Plan Evaluation                                                                     
YES    NO    N/A

1. Is there a contingency plan in existence for this system?                                                        

2. Does the contingence plan, at a minimum, address the following:

     (a) The actions required to minimize the impact of a fire, flood, civil disorder,                        

natural disaster, or bomb threat?

     (b) Backup procedures to conduct essential IS operational tasks after a                                

disruption to the primary IS facility?

     (c) Recovery procedures to permit rapid restoration of the IS facility following                       

physical destruction, major damage or loss of data?

3. Does this contingency plan provide for the following:

     (a) Storage of system back-up data in off site storage or in the central computer                   

facility in metal or other fire retardant cabinets?

     (b) Duplicate system tapes, startup tapes/decks, database save tapes, and                          

application program tapes unique to the site to be maintained in a secure location

removed from the central computer facility?

     (c) Identification of an alternate site containing compatible equipment?                                  

     (d) Destruction or safeguarding of classified material in the central computer                         

facility in the event that the facility must be evacuated?

4. Has the contingency plan been tested during the past year?                                                               

5. Does the ISSO maintain a copy of the contingency plan?                                                        

6. Does the contingency plan contain criteria to state when it should be implemented                

and whom can make that decision?

Table AP2.T14. Task 3-8 Level 1 Checklist

                               Risk Management Review                                                                         
YES    NO    N/A

1. Has the DAA determined if a risk assessment is required?                                                    

2. Has a risk assessment been performed?                                                                                

     (a) Are risk analysis and incident response procedures documented?                                  

     (b) Does the ISSO maintain a copy of the risk assessment?                                                 

     (c) Is the risk assessment kept updated and repeated?                                                         

3. Have all vulnerabilities identified in tasks 2-1 through 2-5 been documented in                     

the SSAA?

4. Have the vulnerabilities been analyzed to determine their susceptibility to                             

exploitation?

5. Have the vulnerabilities been analyzed to determine probability of their                                 

occurrence?

6. Has the threat been properly documented and analyzed to determine the                             

relationship to this system?

7. Have the threat and vulnerabilities been analyzed to determine the risk to the                       

system operation?

8. Have additional countermeasures been identified to address the risks? 

9. If any residual risks remain, have they been documented in the SSAA?                                 

10. Are the residual risks acceptable for operation of this system?                                             

11. Have ST&E procedures been developed to evaluate the high-risk areas?

12. Is this system ready for accreditation and to progress to Phase 4?                                      
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