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NETMEETING ETIQUETTE

GENERAL

· Be Patient: Due to many factors (Bandwidth, Latency, System Configuration, etc…) it may take some time to share applications, make changes to whiteboards, complete a conference join, and even converse.

· Use High-End Equipment:  The old saying of “You get what you pay for” is true in collaboration efforts.  While you may get acceptable performance out of low cost equipment, purchasing good to high-end equipment will make the experience better.

· Memory:  The more memory in a system the better and faster it will respond to collaboration efforts.  Most applications used in a collaboration session require a fair amount of memory and if your system can’t handle it, the system will use virtual memory and slow you down to the speed of if your disk access. If virtual memory is in use, close unnecessary applications while in a collaboration session.

· Leaving a Conference: When exiting a conference, “Hang-up” the connection by clicking on the appropriate button.  DO NOT terminate a session by clicking on the “X”.  This will ensure that the MeetingPoint Server will not broadcast unnecessary data.

· Moving Between/Using a Tool:  Please announce that you are using a tool (i.e., whiteboard, chat, etc.) so that others can open the appropriate tool if it does not open automatically.

· Know your Equipment:  If you have more than one microphone, make sure that you know how to turn them on and off.

WHITEBOARD

· Whiteboard Posting:  If you are posting a picture to the Whiteboard that others will be drawing on, make sure that you post it to the top left corner.  Failure to follow this may result in annotations on the drawing being in the wrong place!  (Wrong building or target indicated!)  You can open the older Whiteboard by going to the Tools menu and opening the “Whiteboard 1.0 – 2.x”.  While this does not have the placement issue, you may loose out on functionality.

· DO NOT import saved Whiteboards:  While NetMeeting allows you to accomplish this, it does not always work and the quality of the pictures may not be what you wish to show.

· Cut and Paste to the Whiteboard:  Through testing we have discovered that the window environment “Cut and Paste” capability provides a crisper picture than the NetMeeting Whiteboard’s “Tools – Select Area” or “Tools – Select Window”.

· Select Whiteboard “Synchronize”:  Make sure that “Synchronize” is checked in the Whiteboard’s “View” menu.  Without it checked, you will not receive the updates to the Whiteboard.

AUDIO

· Follow Radio Procedures:  Follow radio procedures and say “Over” when you are done speaking.  This will let other personnel know that you are done talking and they can begin.

· Turn Your Microphone Off:  If you are not speaking turn the microphone off using the NetMeeting audio controls.  You can still hear, however, you will not transmit noise and use valuable network bandwidth.

VIDEO

· Turn your Camera Off:  If you are not going to use your camera, make sure that it is turned off using the NetMeeting video controls.  Here again you will not transmit ambient pictures and use valuable network bandwidth.

· Keep Gestures to a minimum:  If you are being seen on camera, keep gestures and movements to a minimum.  Since changes are transmitted, every movement increases use of network bandwidth.

· Color Settings:  If you are posting pictures to the Whiteboard or sharing an application, change your color settings to 256 colors using the Windows Display control panel.  Performance and use of network bandwidth will improve without noticeable degradation in picture quality. 

SECURITY

· DO NOT leave your computer unattended while in a NetMeeting session.  If you are participating in a conference, pay attention to what is happening to eliminate unwanted actions.  If you must leave, exit the conference and enter it again when you come back.

· DO NOT “Automatically Accept Calls”:  This could lead to a user monitoring your area without your knowledge. Remember to acknowledge acceptance of incoming calls when using the MeetingPoint authentication web page or digital dashboard to join conferences

· DO NOT setup “Remote Desktop Sharing”:  This could be used to gain access to your system when you are not around.

· DO NOT select the “Allow Control” and “Automatically accept requests for control” when Sharing Programs.  This would allow a user to take control of the application without asking for it.

· DO NOT “Accept” files from unknown users or of questionable content. Always watch Files being downloaded to your system. 

· DO NOT conduct a collaboration session while logged in with Administrator Privileges.  If someone was able to compromise your system they would have full control of your system or the network.
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