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UFL 03 THEATER (COMMANDER’S)

SYNCHRONIZATION BRIEFING

AAR

The purpose of this paper is to document the procedures and lessons learned used during the 1700 Theater (Commander’s) Synchronization Briefing (TSB) during UFL 03.  The intent of this paper is not to provide a chronological history of the development of the procedures used, but to document the final procedures that were used as well as providing an explanation for why they were used.  The intent is for this paper to be used as a basis for TTPs to be used in future exercises.

The TSB was a product of two main divisions of the CJ-3 Staff.  CJ-3 KOIN controlled the technical conduct of the TSB.  CJ-3 Operations controlled the content of the briefing.  CJ-6, JCISA, and DISA-K provided technical support.  This paper focuses on the technical conduct of the TSB and not the content. 

Overall TSB Structure at CP TANGO

The overall structure of the TSB consisted of TSVS-K to provide the VTC with two GCCS-K systems using DCTS to provide the PowerPoint briefing slides and C2PC COP.  This required CP TANGO and the participating sites to use three main screens (VTC, Briefing Slides, and COP) to view all aspects of the briefing simultaneously.
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In CP TANGO, four main areas had to be manned for the briefing- Balcony, Bridge, VTC Control Room, and Command Information Display System (CIDS) Room.  Personnel who controlled the conduct of the briefing communicated through an intercom system.  The base station for the intercom was located in the CIDS Room.

The Balcony is where the Commander and principal staff viewed the TSB on the newly acquired eight cube video wall installed just before UFL.  The Producer and Director were seated to the side of the room, near the podium.  The Video Wall Controller was located in the control booth at the rear of the room, next to the translator’s booth.
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The Bridge is where the C2PC COPs shared from CP TANGO were constructed and shared.  Since there seemed to be no apparent way to save these overlays, they were created for each briefing.

The CIDS Room is where the video and audio for the VTC was controlled, Closed Circuit TV (CCTV) to project the briefing throughout CP TANGO was controlled, the briefing slides were shared using DCTS, the sharing of the COP was controlled using the audio capabilities of DCTS in the COP Conference Room, and DCTS was controlled and monitored.
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The VTC Control Room fulfilled its normal role of maintaining VTC connectivity with all participating sites.  As this staff’s role in the TSB was no different from their normal VTC operations, there performance and duties will not be detailed.

Hardware, Software, and Equipment for the TSB

Intercom

The intercom provided communications between each of the key areas.  The system was old; some of the headsets broke during the exercise.  It became necessary to procure additional headsets.  Due to product availability, only four headsets and a base station were procured during the exercise.  Four more are scheduled for procurement after the exercise.  Personnel who wore headsets were the Director, Video Wall Controller, COP Controller, CIDS Room Controller, and the VTC Controller. 

Balcony

Video Wall- An eight cube video wall was installed just before UFL.  Each cube was capable of displaying a different projection as well as overlapping projections.  The TSB used the left four cubes to display the PowerPoint Slides while the right four cubes displayed the C2PC COP.  The images for the video wall were pulled from the GCCS-K systems in the CIDS Room.

TSVS-K Flat Screen Monitor- A flat screen monitor was placed on the floor in front of the video wall.  This allowed personnel seated at the front table to view the VTC.  During the portion of the briefing that the briefers were in the room, the screen was blank.  As each distant site briefed, their VTC image was displayed on this monitor.

TV Monitors on the sides of the room- There were two monitors on each side of the room.  Through the closed circuit TV system they displayed the incoming VTC image.  For the rest of CP TANGO, the closed circuit TV was used to broadcast the audio portion of the VTC.  Two channels, one for English and one for Hangul, were used.

Translator-  The headset translator system was used.  The majority of the briefing was English, translated to Korean.  However, one section of the briefing was Korean, translated to English.  Therefore, a headset was required for every seat in the room.

Lighting- A bright, nearly direct auxiliary lighting system was located on the left and right side of the room which shown on the front table.  This provided acceptable lighting for the distant sites to view the front table on the VTC.  However, the rest of the room appeared dark.  Fluorescent overhead lights need to be added above the front table. 

Bridge

All of the C2PC COP overlays that were constructed and shared from CP TANGO were built on two laptops (one primary and one secondary).  These Dell laptops were 1.2 GHz systems loaded with Windows NT 4.0, D3 GCCS-K software, and C2PC version 5.5.7.  The overlays that were built were for C2, C3, C5, CFEN, C1, and the Theater.  On occasion due to connectivity issues at the remote site, the CPOTF COP was also built on these machines.

Also in the bridge were 3 x 2 multi-headed machines.  These were Dell 340s, 2.4 GHz, Windows 2000 Pro, not GCCS-K software loaded, running C2PC version 5.9.0.1.  These systems were procured to be able display a high resolution COP on the video walls.  However, since not all of the sites had a video wall, if these systems were to be used, two COPs would have had to be built- one for the sites with video walls and one for the sites with a single headed system.  To prevent double work for building the COP, eventually only the single headed display was used.

There was much difficulty building the map overlays on C2PC; the computer system would lock up after 2 overlays.  However, when all the map overlays were built on the local hard drive instead of one of the shared drives, the system became much more stable.

CIDS Room

Intercom Base Station- The intercom system was essential for inter-area communication.  However, the procedure that worked best was for the CIDS Room Controller to be on the headset with the external speaker turned off.  This eliminated the communications, which did not apply to the CIDS Room, not to be heard and hence, a major distraction was eliminated.

Computer Systems-  The CIDS Rooms had 3 Gateway computers with 700 MHz CPUs and 3 Dell Power Edge 2300 computers with 500 MHz CPUs. All but one of the Gateways had sound cards so headsets were added for DCTS.  Two of the Dell Power Edge 2300 computers were temporarily removed and replaced with 3 Dell Latitude Laptops.  The remaining Dell Power Edge 2300 was used to display a PowerPoint slide with the UNC, CFC, and USFK crests as a transition slide for the Bridge and Balcony.  The remaining systems were used as follows:  

1.  Briefing Slides Primary (Cdr Synch Brief Conference Room)

2.  Briefing Slides Secondary (Cdr Synch Brief Conference Room)

3.  COP Primary (Cdr Synch Brief COP Conference Room)

4.  COP Secondary (Cdr Synch Brief COP Conference Room)

5.  DCTS Admin and Briefing Slide Tertiary (Monitor Cdr Synch Brief Conference Room in CUSeeMe Server)

6.  DCTS Admin and COP Tertiary (Monitor Cdr Synch Brief COP Conference Room in CUSeeMe Server)

7.  DCTS Admin (Overall all DCTS Admin use and logged into the Sys Admin Conf Room to communicate with the DCTS Sys Admin person in the server room)

While at first it may appear that the number of systems is excessive, there were occasions where the CIDS Room had to support briefings on the bridge using two conference rooms, supporting another briefing on the balcony, and preparing for a third briefing to immediately follow one of the ongoing briefings.  In this scenario, operations would have been easier if more computer systems were available.

As soon as possible, the GCCS-K systems should be replaced with eight new systems with at least 1 GHz CPUs and 512 K RAM.  These specifications will meet the recommended requirements for DCTS v 2.0 which will be fielded in Dec 03.

VTC Control

The VTC Control Room performed its normal function of maintaining the VTC system.

Personnel Manning and Responsibilities at CP Tango

The personnel structure was an ad hoc group which was constructed mainly from CJ-3 KOIN, CJ-3 Operations, J-6, JCISA, and DISA-K.  CJ-3 KOIN was the OPR for the technical conduct of the briefing while CJ-3 Operations was the OPR for the content and construction.  J-6 and JCISA provided support through the normal VTC operations, A/V support in CP TANGO, monitoring the circuits, providing server system administration, and troubleshooting circuits with high circuit utilization.

The duty titles in this document are intended to describe the functions performed during the TSB; they are not the actual duty position titles of the personnel who supported the TSB production.
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During the TSB, this organization was located in four main areas: Balcony, Bridge, CIDS Room, and VTC Control Room.  The personnel and a brief description of their duties in each of these areas follow.

Balcony

The Producer (MAJ Hilfiker, KOIN) was overall in charge of the conduct of the briefing as well as all other briefings in the Balcony and on the Bridge.  

In between briefings, the Producer: 

    a.  Set the schedule and priorities of all activities within this structure.

    b.  Coordinated all briefings that occurred utilizing the TSVS-K and DCTS.

    c.  Scheduled and supervised TSB rehearsals.

    d.  Conducted daily verbal walk-throughs of the TSB at 1500 with the Director, CIDS Room Controller, Audio Controller, Video Wall Controller, and DCTS Operations System Administrator, to ensure everyone was informed of any last minute changes.  This proved to be a key element of success.
    e.  Conducted AARs after each TSB.

    f.  Directed any changes in the conduct of the TSB.  

Rehearsals with all of the sites were conducted as necessary.  Initially, all of the sites were in the rehearsals, conducted around 1200 hours daily.  If one site had particular trouble during a briefing, he would coordinate to ensure the site was retrained as necessary. 

During the TSB the Producer:

    a.  Directed when the briefing slides were changed.

    b.  Determined when the Transition Slide would appear in place of the COP to facilitate COP transitions during the briefing.

    c.  Determined which site was viewed on the TSVS-K monitor.  

    d.  Was the sole interface with the Command Group.  

    e.  Informed the Command Group of VTC and DCTS status of the remote sites upon their arrival at the balcony and updated the information as they occurred. 

    f.  Was the sole inject point for any changes to the briefing.

Usually, the producer was seated near the podium on the left side of the room.  From this position he was able to view the video wall and TSVS-K flat screen monitor to ensure the correct views were being displayed.  He was within a few steps of the command group so he could inform them of the technical status of the TSB (which sites are up or down, expected delays) as well as receives inquiries or make changes to the briefing (such as briefing order due to a site being unavailable) as necessary.

The producer was not on the intercom system.  This freed him to coordinate activities occurring on the balcony as well as to keep the Command Group informed on the status of the briefing.  He was located next to the Director who did have an intercom headset.  He would provide the Director instructions to be transmitted into the intercom system.  

The Director (Tina, ISS, J6) kept the producer informed on the status of the all aspects of the briefing as it was received over the intercom.  Additionally, as she received guidance from the producer, she provided directions through the intercom system.

It is essential that the Director and the Producer remain separate duty positions.  This allows the Producer to be focused outward toward coordinating with all of the agencies outside of this TSB organization while the Director remained focused on the numerous technical and detailed aspects of the TSB.

The Video Wall Controller (Charles, ISS) controlled the display on the eight cube video wall.  He also did numerous other tasks to ensure the balcony was prepared for the briefing, such as adjusting the lighting, turning on the auxiliary spot lighting on the front table, and turning on the TV monitors on the left and right side of the room.

Numerous displays were attempted to fully utilize the eight cube video wall.  One design was the center four cubes displaying the VTC with the briefing slides on the upper left cube and the C2PC COP on the upper right cube.  Another display was the briefing slides left four cubes, C2PC COP on the right four cubes, and the VTC display being moved on the video wall where it was least obtrusive based upon the slide and COP that was displayed at the time.  However, the moving video display became distracting.

The video wall display settled on having the briefing slides on the left four cubes of the wall with the C2PC COP on the right four cubes.  A flat screen monitor was set on the floor in front of the video wall for the TSVS-K (VTC).  This was for those seated at the front table to view the participants at the other sites as they provided their presentation and COP.  During the initial part of the briefing when the presenters were in the room, the flat screen was either blank or displayed the transition slide.  The transition slide was the UNC, CFC, and USFK crests.

Changing the C2PC COP (right four cubes of the video wall) became a complicated matter requiring intensive coordination.  The method that worked best was the Producer determined when to display the transition slide.  This was based upon his assessment of when the briefing was no longer centered upon the COP.  This was a delicate matter since after the briefer presented his COP, the Commander might ask questions about it or ask the briefer to change his display.  When the Producer told the Director to change to the transition slide, the Video Wall Controller would display the transition slide.  This was also the signal for the CIDS Room Controller to tell the DCTS COP Controller to change the COP.  The DCTS COP Controller told the old briefing site to “Unshare” their COP and the new briefing site to “Share” their COP.  

The DCTS COP Controller and DCTS Operations System Administrator monitored the sharing of the COP.  If the COP was fully shared or near completely “built” before the next briefer was required to start, the CIDS Room Controller would inform the Director of the status.  The Director would inform the Producer, who would then make the call as to when the COP should be displayed.  Usually the briefer started before the COP was fully built.

If the briefer had already begun briefing without the COP being fully displayed, the CIDS Room Controller would keep the Director informed as to the status of the shared COP.  This kept the Producer informed so that he could inform the Command Group as necessary.  At any time, the Producer may direct the COP be displayed, even if it was not fully built.  If the Producer had not already directed the COP be displayed, as soon as the COP neared completion, the CIDS Room Controller would tell the Video Wall Controller to change the display to the COP.  

Toward the last couple of briefings when the commander was visiting different sites, when it was time for the next briefer to start, the commander would inform the briefer of the status of the display.  For example, he may say, “CRAC, I have your slide and I can see your COP is still building.  Wait a couple of seconds.  OK, go ahead CRAC.” “USFK MAIN, I have your slide but I do not see your COP yet.  Start briefing anyway.”  This procedure was a tremendous aide in procedures since everyone received timely feedback on how the commander wanted to proceed.

The Translator (Operations) is normally a ROK officer in the translator booth.  While his actions were normally independent of the rest of the team, difficulties that arose was that he might leave his door open which caused an echo in the secondary audio or he would leave his microphone on when he was not talking.

Bridge

The Bridge COP Operators (SFC Wagoner, SGT Bowman; Operations) were on the intercom system at all times to maintain situational awareness of what was happening in the briefing, even after all their COP overlays were finished being displayed.  This is because their two systems served as back ups to the two COP systems in the CIDS Room.

The COP Operators were responsible for constructing the COP for the briefing organizations in CP TANGO (J2, J3, C5, CFEN, C1, Theater, and occasionally CCATF) Once they completed building their COPs, they received instructions over DCTS headsets from the DCTS COP Controller for when to share and unshare their C2PC COP, similar to the other remote sites.  Additionally, when the other sites were sharing their COP, the COP Operators ensured the GCCS-K systems remained in the Cdr’s Synch Brief COP Conference Room and were still able to receive the COP.  This provided a back up to the other systems in the CIDS Room for the Video Wall Controller to pull his display, if the two systems in the CIDS Room observing the COP should fail.

A recurring problem was that the COP Operator would frequently remove his headset and not realize that his microphone was on.

There was some discussion during the exercise that each of the staff sections should be responsible for sharing their own COP.  This relieves the burden of CJ-3 Operations building COP overlays for the other staff sections as well as laying responsibility for the COP on each of the respective organizations.  While this was technically feasible, it was not done since there was not enough time to fully implement this idea.  This would be a good concept to implement for RSO&I 04.

CIDS Room

The CIDS Room Controller (Lt Tam, KOIN) provided overall direction within the CIDS Room.  The CIDS Room Controller:

    a.  Relayed directions from the director to the appropriate element within the CIDS Room.  Some specific examples of instructions received from the Director include directing the camera, adjusting audio levels of different microphones, adjusting the incoming audio from the remote sites, and changing briefing slides.

    b.  Updated the Director on any system status changes.   

    c.   Informed the Director when the next C2PC COP was ready to be displayed.

    d.  Informed the Director if there were any difficulties in DCTS.

    e.  Informed the Director of any sites slowing the DCTS screen builds.

    f.  Recommended courses of action to correct any problems with DCTS.

    g.  Secured the CIDS Room 15 minutes before the briefing.

    h.  Eliminated distractions such as personnel wishing to observe and interject instructions into the operations.

    i.  Insuring changes to briefing slides was referred back to CJ3 Operations.

j. Ensured any decisions were referred back to the Producer.

 k.  Maintained discipline within the CIDS room, such as preventing distracting side bar conversations.

This position proved to be essential as the single point of contact maintaining communication with the director while other activities were occurring in the CIDS Room.  Initially, the Audio Controller served as the CIDS Room Controller, but the duties conflicted and had to be separated.

The CIDS Room with all of its varied activities was confusing on its own; all unnecessary communications and personnel had to be removed from the area.  Initially, uninvited, well-meaning personnel would interject themselves into the operations, which only added to the confusion with near disastrous results.  This caused a stand by procedure to be established.  If the problem did not leave the CIDS Room when requested, the CIDS Room Controller would notify the Producer through the Director.  The Producer would notify the CJ-3 Executive Officer (LTC Bowers) that the problem was putting the briefing at risk.  The CJ-3 Executive Officer would then order the Tango Security Force to physically remove the problem.

The Video Controller (PV2 Hwang (KATUSA), Operations) controlled the cameras in the balcony and determined which camera would be broadcasting to the VTC system.  He received overall guidance before the TSB and on the spot corrections during the TSB from the Audio Controller (CIDS Room NCOIC).  He also controlled what was displayed on the VTC flat screen monitor.  

The Video Controller remotely controlled three cameras in the Balcony.  The main VIP camera was located in the middle of the room below and in front of the video wall and above the VTC flat screen monitor.  This camera was approximately three feet above the floor and used to focus on the participants at the front table.  The other two cameras were located in the front left and right corners of the room and approximately eight feet above the floor.

One of the specific techniques developed during the TSB was how to transition the camera shots during the transition between the staff that briefed.  The staff was located at the front table and the middle camera provided the best close shot.  If the next briefer was seated next to the current briefer, the camera would swivel to the next position.  If the next briefer was more than one person away, the video controller would switch the broadcast over to one of the corner cameras while he swiveled and centered the middle camera on the next briefer.  Then he would switch back to the middle camera.

The Audio Controller (CIDS Room NCOIC)(CPO Winchip, Operations) The Audio Controller is the same NCO (Navy Chief Petty Officer) who is normally responsible for the operation of the CBS Room in CC Seoul as well as the CP TANGO.  He is familiar with all aspects of operations for both areas and managed the entire CIDS Room operation when no contractor personnel were available.  The CIDS Room NCOIC also ensured his personnel were trained to operate DCTS.

While the CIDS Room Controller is responsible for all operations occurring in the CIDS Room, the Audio Controller (CIDS Room NCOIC):

    a.  Focused on the audio and video inputs and outputs to the briefing audience.

    b.  Adjusted the incoming audio due to the difference of audio levels between sites.

    c.  Adjusted the microphone levels within the Balcony with each of the different speakers.

    d.  Identified when there was a hot microphone in the Balcony and recommended corrective action.

    e.  Supervised the Video Controller.

The DCTS Briefing Slide Flipper (SFC Wagoner, SSG Edwards, SPC Topp; Operations) is provided by CJ3 Operations.  This is someone who is familiar with the briefing and where it is located on the shared GCCS-K drive.  He is responsible for loading the briefing on the primary and secondary computer systems that are displaying the briefing slides shared over DCTS.  During the briefing, he receives instruction from the CIDS Room Controller to change briefing slides.

The typical configuration for the primary briefing slide computer system is to be logged into DCTS and sharing the PowerPoint presentation.  

The typical configuration for the secondary briefing slide computer is to have the presentation loaded and in the slide sorter view on the right side of the monitor screen.  This allows the Slide Flipper to advance the slides at the same time he advances the primary briefing slides in the presentation mode.  Normally, the Slide Flipper presses the right cursor arrow of the primary and secondary systems simultaneously.  This ensures the secondary computer system is ready to start in the right place in the briefing if the primary system should fail.  This also allows him to follow the briefing and know which slides are next by being able to view them on the secondary system.  If the briefing order should change (which may be due to the VTC to a particular site being temporarily unavailable), the Slide Flipper can find out which slide number the primary system must go to continue the briefing.  He then enters the slide number and presses “Enter” on the primary system for PowerPoint to jump to the correct slide.

On the left side of the secondary briefing slide computer monitor, the NetMeeting “Share Programs” window is displayed with a window showing the shared briefing slide from the primary system on top of it.  By having the shared slide displayed on the secondary system, the Slide Flipper is able to confirm that the slides are being shared as well as being able to confirm how well the system is building the slides as they are advanced.  If the shared slides window disappears, either the primary or secondary system dropped out of the conference.  The Slide Flipper then notifies the DCTS System Administrator immediately to diagnose the problem.

If the title bar of the “Share Program” window reads “Share Programs – Not in a Call” then the secondary system dropped out of the conference.  If upon rejoining the conference, the shared slides window does not reappear, then the primary system dropped out of the conference as well and needs to rejoin the conference.  The problem is confirmed and the proper action to continue the brief is determined by the DCTS System Administrator monitoring the conference through the MCUs.

A final duty for the Slide Flipper is to be the back up for the operation of the COP primary and secondary computer systems.  As each COP is shared by each of the sites, the “Alt” and “Enter” buttons must be pressed simultaneously to maximize the display on the computer monitor.  While this duty is primarily the responsibility of the DCTS COP Controller, he is often busy talking to the other sites on the DCTS headsets.

A problem that occurred is the person building the slides would flip the slides during the rehearsals and then be replaced during the briefing.  To maintain continuity in the briefing, the person who is at the rehearsal must be the same person who will flip the slides during the briefing.

The DCTS COP Controller (MAJ Lee (ROK), Operations) is one of the key personnel on this team as he talks to all of the sites through DCTS to control the sharing of the C2PC COP.  This position must be filled by a bi-lingual ROK field grade officer.  The person must be bi-lingual to communicate with the personnel in the CIDS Room as well as the remotes sites, which are speaking English and Korean.  Since the majority of the sites are Korean, a field grade ROK Officer carries the required weight to ensure that the Korean remote site complies with the instructions that are provided during the rehearsals and the TSB.  This person must be well trained in operator level DCTS functions so he can provide training to the other sites as well as on the spot troubleshooting for the sites.  This person usually is speaking nearly constantly for this function to work properly.

While the qualifications for this job are specific and hard to fill, it cannot be overemphasized how critical it is to have a sharp ROK field grade officer fill this position.  If this person does not perform his duties properly, the TSB will be a disaster.

Typical duties include:

    a.  Establishing communications on the headsets during the rehearsals (one hour prior to the TSB.)

    b.  Taking direction from the CIDS Room Controller for when the COP can be unshared and the next site begins to share their COP.

    c.  Instructing each site when to share and unshare their COP.

    d.  Explaining to the COP operator any corrective action that needs to be taken if the COP is not displayed properly.

    e.  Receiving feedback from each of the sites concerning how well the shared COP is displayed at each of the sites.

    f.  Providing verbal instruction to each site during rehearsal and training.

    g.  Maximizing the COP displayed on the primary and secondary computers by pressing “Alt” and “Enter” simultaneously.  The Video Wall Controller pulled the slides from these primary computers.

    h.  Keeping the CIDS Room Controller informed about which sites with which he could communicate.

    i.  Immediately notifying the DCTS Operations System Administrator of any problems with DCTS at any of the sites.

Problems, which occurred during the performance of his duties, included:

    a.  Reporting late to the CIDS Room so rehearsals could not be conducted.  This was solved through working through the chain-of-command.

    b.  Unsharing the COP too early.  This established the procedure of the Producer directing when to unshare the COP.

The DCTS Operations System Administrator (Mr. Reis, NGIT, KOIN) was responsible for all aspects of DCTS operations.  He developed the DCTS procedures as well as designated the GCCS-K computer system roles in the CIDS room.  If there were any problems with DCTS, he determined the immediate actions necessary to resolve the issue.  He received technical assistance from the DISA-K DCTS Technical Assistant, the DCTS Systems Administrator, and the JCISA Circuit Status Officer.

Typical duties included the following:

    a.  Designating the roles for each of the GCCS-K computer systems in the CIDS Room.

    b.  Training the DCTS Briefing Slide Flipper and the DCTS COP Controller on their duties.

    c.  Recommending procedures and physical set up of the Balcony, Bridge, and CIDS Room.

    d.  Confirming the conference schedule to ensure there were enough computer systems available.

    e.  Stopping and restarting conferencing services on the MCUs to ensure that the H.323 and H.120 services were functioning properly.

    f.  Confirming that the conference rooms were performing properly and they were able to share slides before each briefing. 

    g.  Ensuring each GCCS-K system was logged into the proper conference room.

    h.  Confirming that briefing slides were being properly shared in DCTS.

    i.  Monitoring the sharing of briefing slides and COP on all of the systems to ensure DCTS was responsive.

    j.  Monitoring the conference rooms to ensure the TSB participants were in the right conference room.

    k.  Monitor the dropping of participants from the conference for indications of system and network problems.  This also included monitoring if the shared applications loaded more quickly if a site dropped off the conference.  This would indicate that site was slowing the sharing of applications during the TSB.

    l.  Monitoring the load on each MCU in the conference and determine if the load needed to be redistributed or the conference structure needed to be changed.

    m.  Disconnecting secondary sites from the conference if suspected of slowing the building of the slides or COP.

    n.  Querying the JCISA Circuit Status Officer on the circuit status of sites connected to the RIPRNET with three T-1 circuits or less.  If circuit status was above 60%, they were suspected of slowing the building of the slides and COP.

    o.  Coordinating with JCISA and the DISA-K DCTS Technical Assistant to determine how to improve DCTS performance through procedures, circuit configuration and routing, MCU configuration, and conference configuration.

    p.  Providing telephonic DCTS support to remote sites.

The DISA-K DCTS Technical Assistant (Mr. Whelan, Houston Associates, DISA) was provided by DISA-K as part of the fielding of DCTS.  The contractor was an employee of Houston Associates and supported DCTS operations in CENTCOM during Operation Iraqi Freedom.  His background and experience were very useful in that he not only provided technical support to assist the DCTS Operations System Administrator, but he also would often go to the TOC Floor to provide individual instruction to the users.  This person was a valuable part of the team and assisted the DCTS Operations System Administrator in conducting his duties.  Often he would work an individual issue while the DCTS Operations Systems Administrator would continue to monitor the briefing and solve other problems.  If required and the problem was complex, the DISA-K DCTS Technical Assistant would go to the GCCS-K server room to work with the DCTS System Administrator.  This person was a valuable asset to the team.

The CIDS Room Security (PO Seabrook, Operations Exercise Augmentee) reduced the traffic and distracters in the CIDS Room.  Normal briefing operations were complex and required a limited number of people to be in the room.  Therefore, having this person answer the door when someone knocked on it and answer the telephone to make an on the spot determination if the communication was directly relevant to the ongoing briefing eliminated many unnecessary distractions.

The CIDS Room and Balcony Video Wall Technical Supervisor (Lee Price, ISS) provided invaluable support to the operation.  Normally seated in the back of the CIDS Room, he spent the majority of his time quietly monitoring operations.  However, if he observed any assistance being required in the technical aspects of the video wall, the video and audio inputs and outputs to the VTC system, or the closed circuit TV system, he immediately contributed to the effort.

The JCISA Circuit Status Officer (Capt Blome, JCISA) provided a single point of contact to determine the status of circuits to each remote site.  He constantly interfaced with the DCTS Operations System Administrator to identify ways to make DCTS perform more effectively.  During the TSB, he was located at the KOIN desk on the TOC Floor utilizing a GCCS-K to monitor the briefing as well as the circuits.  This was conveniently close to the CIDS Room without being inside the room adding to the confusion.  This role was essential to quickly identifying problem sites and working toward their resolution during the course of the briefing.  He worked closely with the DCTS System Administrator to accomplish many of these tasks.

The JCISA Circuit Status Officer:

    a.  Utilized his resources inside JCISA to monitor each of the circuits.

    b.  Determined if there was circuit saturation.

    c.  Recommended sites to be disconnected during the TSB because they were slowing DCTS to the DCTS Operations System Administrator.

    d.  Recommended changes to conference configuration.  

    e.  Verified circuit status to the sites hours before the TSB to determine if actions to be taken to reduce the circuit load.

VTC Control Room

The VTC Controller (LTJG Kelley, JCISA) was on the intercom headset keeping the Director informed of the VTC status of participating sites at all times.  He would inform the Director when sites were disconnected during the course of the briefing and a projection of when they would be reconnected.  This provided the Director and Producer the information they needed to brief the Command Group on the balcony of significant changes in the briefing.  This also allowed the Command Group to decide if they wanted to change the order of the participants with the intent of allowing time for a disconnected site time to rejoin the briefing.  

Once a decision was made to change the order of the briefing, the CIDS Room Controller had to be informed so the DCTS COP Controller could give the correct instructions over the DCTS headsets to share the proper COP and the DCTS Briefing Slide Flipper could jump to the correct spot in the briefing.

While there are many other personnel that were in the VTC Control Room, they are omitted from this AAR since they performed the same duties as they would for any VTC.

GCCS-K Server Room

The DCTS System Administrator (Andre Cross, Houston Associates, DISA; SSgt Clemens, JCISA; Mr. Oliveras, NGIT, JCISA) was located in the GCCS-K server room.  This position is critical as some tasks can only be performed at the server keyboard.  He:

    a.  Monitored the conference rooms from a technical perspective by monitoring the performance of the MCUs and the load on the system.  

    b.  Conducted on the spot changes that had to be made during the TSB so the briefing could continue, such as taking MCUs out of the conference configuration when those MCUs lost connectivity with the network. 

    c.  Monitored log files as well as observed sites that connected and disconnected from the conference.  

    d.  Recommended courses of action necessary to continue the briefing as well as long term fixes. 

    e.  Maintained contact with the DCTS Operations System Administrator, the DISA-K DCTS Technical Assistant, and the JCISA Circuit Status Officer through DSN and headsets on DCTS using the System Administrator Conference Room.  

    f.  Kept everyone informed on the status of the DCTS Digital Dashboard and the MCUs and their impact upon the TSB.

Daily Time Schedule

The following is the final time schedule that was used to prepare for the TSB as well as the explanation for the procedures.  The overall concept was to be fully prepared to conduct the TSB by 1645.  Connectivity checks and communications were normally initiated by 1600.  This allowed enough time for these checks to be conducted and problems corrected before 1645.  Steps that were not time sensitive but needed to be accomplished, such as setting up the closed circuit TV, were conducted early so that it was not a distraction when tasks that are more critical were being accomplished.  

0200
DCTS servers restarted.  As part of routine maintenance, the servers needed to be rebooted daily.  The time that was identified to have the least impact upon operations was 0200.  This procedure ensured the computer memory was completely refreshed and all conference services were synchronized.

1200  
Rehearse the TSB with Remote Sites.  Due to the complex briefing schedule, this was the only time available to rehearse the TSB with the remote sites.

1300
Circuit Utilization Check for participating sites connected to the RIPRNET with three T-1 circuits or less. 

DCTS shares applications at the rate of the slowest user.  Reaching the maximum capacity of the computer CPU or congestion on the circuit connecting the computer to the RIPRNET could a site to be the slowest user.  The sites that caused the greatest concern were those sites connected to the RIPRNET with three T-1 circuits or less.  While DCTS required only 512 kbs per site (256 kbs per GCCS-K), other data requirements on the RIPRNET could cause the circuit to be saturated.  It is believed that most if not all cases of delays on DCTS were caused by circuit saturation.

Therefore, checking the circuit utilization to those sites connected to the RIPRNET with three T-1 circuits or less during the day gave an initial indication of which sites were going to be a problem.  This allowed JCISA the opportunity to work with these sites before the TSB commenced.  Some of the things that caused problems on the computers were designated files for off-line access or constant updating of the information.  Sometimes rebooting the computer cleared those problems.

1500
Daily Verbal Rehearsal.  The Producer conducts a verbal rehearsal with the Director, CIDS Room Controller, Audio Controller, Video Wall Controller, and DCTS Operations System Administrator.  He would go through the briefing, slide by slide, to discuss slide and COP transitions, camera views, and other relevant information.  This ensured everyone was aware of any changes to the briefing.

1500
Circuit Utilization Check for participating sites connected to the RIPRNET with three T-1 circuits or less.

1515
Designate GCCS-K system functions in the CIDS Room.  The DCTS Operations System Administrator designates which systems will perform each of the required functions (Briefing Slides, COP, System Administration) based upon the number of systems available and their capabilities.  In addition to informing everyone in the CIDS Room, the DCTS Operations System Administrator ensured the Video Wall Controller was aware of these designations.  The Video Wall Controller confirmed that he could pull the image from each of the appropriate systems.

1530
Restart GCCS-K systems in the CIDS Room.  This procedure refreshed the systems to decrease the possibility of the computers locking up during the TSB.

1530
“Minimize” message sent to all GCCS-K users.  As discussed above, circuit utilization of sites on the RIPRNET was a concern.  Therefore, a notice was broadcast to all GCCS-K users not to download large files during the TSB.

1530
Intercom function check.  It was nearly impossible to tell when the batteries on headsets were going to be exhausted.  However, this check was used to conduct a function check and replace batteries as required.  The headsets required locally purchased AA batteries.  It is estimated well over one hundred batteries were used during UFL 03.

1545
Check ongoing conferences to determine their impact upon the TSB.  Using the system administrator functions on the MCUs, all ongoing conferences were checked for usage.  This was a check for large conferences to assess if they would affect upon the TSB.  Additionally, any conferences that had only one user were disconnected to eliminate the waste of MCU resources.

1545
Disable/Enable DCTS Conference Rooms to ensure H.323 and T.120 services are synchronized.  It was never understood why, but over time, some NetMeeting functions failed to work properly, even though it appeared as if the user was properly connected to the conference.  This was caused by the H.323 and T.120 services of the MCUs becoming unsynchronized.  Disabling the conference services for that conference room and then enabling them again would resynchronize these services.  This procedure was conducted before the rehearsal to ensure the conferencing services were functioning.  Performing this procedure disconnects every user from the conference so time must be allowed for the users to reconnect to the conference.

1545
Verify conference rooms will share an application.  Once the conference services are enabled, this confirms the DCTS conference services are functioning normally.

1600
All TSB personnel present for duty.  This was the time designated for all personnel involved with the TSB production to be at their posts, to include the DCTS Briefing Slide Flipper and the DCTS COP Controller.  This allowed time for the personnel to conduct their pre-TSB checks.

1600
Transition Slide Ready.  The transition slide was the UNC, CFC, and USFK crests on a PowerPoint slide.  This slide was displayed on the video wall as a cover to the C2PC COP area when the COP was transitioning between sites.  At this time, the designated GCCS-K was checked to ensure it was displaying the crests in the presentation mode.

1600
Test Conference Call.  All VTC sites use this DSN conference call to communicate with each other.  Usually only VTC connectivity and quality is discussed on this conference call, but it is also a back up means of communication for other issues as well.

1600
Briefing slides to CIDS Room.  The briefing slides were saved to a shared drive on the GCCS-K network.  At this point, the person who compiled the PowerPoint presentation would come into the CIDS Room to ensure the correct briefing was displayed on the primary and secondary briefing slide computers.  This gave the TSB team the opportunity to rehearse the TSB.  He would then ensure that the DCTS Briefing Slide Flipper also knew where the presentation was located on the server.  The file icon was normally displayed on an open window on the desktop for easy access.

No updates to the briefing were accepted in the CIDS Room.  Any personnel who entered the CIDS Room requesting to change the briefing were redirected to CJ-3 Operations on the Bridge.  CJ-3 Operations would approve and incorporate, or disapprove, any changes to the briefing.  If changes were made, the Bridge would notify the CIDS Room Controller that a change was made.  The DCTS Briefing Slide Flipper would close the presentation on his computer and reopen the file by double-clicking on the file icon left in the open window on his desktop.  (It was not unusual to be required to reopen the file at 1655.)  When the new file is opened on the primary briefing slide computer, ensure the slide presentation is still being shared in DCTS.  

1600
TSVS-K video and audio checks with distant stations.  The Director performs this check from the front table in the Balcony.  While this is a normal procedure for the VTC personnel, it is important to ensure they begin these checks now.  These checks confirmed the video quality, the lighting in the rooms were adequate, the audio quality was acceptable for each of the different microphones, and the incoming audio was consistent from each site.

1600
Audio checks on Balcony and Bridge.  The Director ensures all of the microphones in the Balcony are functioning properly and are set at the proper level.  All microphones are then checked to ensure they are muted. 

1600
Audio checks on COP headsets with distant stations.  The DCTS COP Controller begins audio checks with the sites to ensure they are all present.  The Director is notified of the status.  Any sites not on the headsets are contacted through the VTC or the conference call.

1610
Practice Sharing COP between different sites.  The Director or Producer may direct particular sites to specifically practice sharing and unsharing their COP.  In the absence of any specific instructions, the DCTS COP Controller has each of the sites practice sharing their COP in the same briefing order they will use for the TSB.

1615
Video on monitors in the balcony.  The TV monitors in the balcony are turned on and remain on for the briefing.  

1615
Set and test video and audio configuration for the CCTV channels.  The CCTV is set in the CIDS Room to broadcast the TSB on two channels.  While both channels display the same video from the VTC, the audio channels are set so one broadcasts English and the other broadcasts Korean.

1630
Secondary audio set.  The secondary audio is set for broadcasting over the VOIP telephone system.

1630
VOIP telephone turned off.  The VOIP telephone in the CIDS Room is disconnected to prevent feedback going into the secondary audio system.

1630
Camera ready to change speaker.  The three cameras are set to the proper positions so they are ready for the briefing.  The VIP camera is set to point to the first person to brief.

1645
Lock down CIDS Room.  All personnel who are not part of the CIDS Room staff directly involved with the TSB are told to leave and the CIDS Room door is locked.  The CIDS Room Security is posted at the door and begins to answer the telephone to filter out any issues that do not involve the TSB.

1645
First COP and Slides Up and Shared on DCTS.  In a perfect world, the briefing should be ready to commence.  Knowing that there are constantly changes occurring and adjustments to be made, this rarely occurred.  However, by following the sequence above, all of the required actions to conduct the briefing on the technical side are accomplished and you are only adjusting to briefing content changes.

1645 – 1700
CJ-3 and/or Commander enter the balcony.  The Producer provides a status report on which sites are on the VTC, which sites are connected to DCTS, and if the TSB is ready to begin.

1700
The TSB begins.

End of Briefing + 15 minutes
Hot Wash AAR conducted.  The Producer conducts hot wash with the Director, Video Wall Controller, CIDS Room Controller, DCTS Operations System Administrator, and CIDS Room and Balcony Video Wall Technical Supervisor.  Other attendees included the Division Chief, CJ-3 KOIN; Division Chief, CJ-3 Operations; Deputy Director, CJ-6; Division Chief, JCISA; Commander, 1st Signal Brigade; S-3, 1st Signal Brigade; and Program Manager, ISS.  These hot washes not only consisted of determining what went well or not so well, but determining what actions needed to be accomplished prior to the next TSB, who was responsible for implementing the change, and when it was going to be accomplished.

Theater Synchronization Briefing Sites

There were two different classes of sites connected to the TSB: those that had a speaking role and those that only monitored the briefing.  All of the technical connectivity requirements to both classes of sites are the same, except sites that only monitored the briefing did not need someone on headsets in the COP Conference Room to receive direction on when to share their COP.

The two different classes of sites also differed in the way they were treated on DCTS.  If a site that was only monitoring the briefing was found to be slowing the sharing of applications on DCTS, they were disconnected.  If the problem could not be resolved between briefings, the DCTS account could be disabled.

If the site had a briefing role, the site could not be disconnected from the DCTS conference without the approval of the CJ-3 (MG Higgins).  This approval could be received verbally during the briefing through the Producer. 

Briefing Sites and Order

C-3 Effects/Assessment (CP TANGO) 

C-5 (CP TANGO)

C-2 (CP TANGO)

C-3 (CP TANGO)

C-1 (CP TANGO)

C-4 (CP TANGO)

C-6 (CP TANGO)

CFEN (CP TANGO)

FROKA 971-5366

TROKA 973-3968

CACC 784-5529

CNCC (Blue Ridge) 919-6838

CMFC (Palan) 928-4159

CUWTF 962-0583

CPOTF 753-6379

Combined Civil Affairs TF (Part B Only) (CP TANGO)

CRAC (SROKA) 972-6355

USFK MAIN 764-3345

Monitoring Sites

8th US Army (CP OSCAR) (Had hubs on the LAN)

Combined Aviation Force (CAF) (Ichon)

6th CAV Bde (Camp Humphreys, TROKA for the exercise) (Disabled due to low speed connectivity)

CTMC (B-1 Bunker) (T-1 capacity often exceeded)

7th ROK Corps (SE of Yongin) (T-1 capacity often exceeded)

2d US Infantry Division (Camp Red Cloud)

8th MP Bde (Yongsan) (T-1)

412th EN Command (Yongsan, Camp Carroll for the exercise)

KBSC (Yongsan) (T-1 capacity often exceeded)

837th (MTMC- Pier 8, Pusan)

19th TSC (Camp Henry)

CMEF (Pohang)

MARFOR-K (Yongsan) (T-1)

MND (B-2 Bunker) (T-1)

CINCROKFLT (Chinhae)

CNFK (Yongsan)

C-2 (CP TANGO)

C-3 Plans (CP TANGO)

Techniques for Using DCTS

Much time was spent examining the performance of DCTS.  The largest problem encountered in using DCTS was the time it took for a COP to build.  Therefore, these notes are added to maximize the performance of DCTS.

First there needs to be an understanding about how DCTS, and more specifically, how the shared application function of DCTS NetMeeting performs.  There is a conference configuration for each conference room in DCTS.  It determines which MCUs are used, which MCU is the top provider, and how the MCUs are linked to each other.  When an application is shared, the information about the shared application is sent from the client, through any intermediary MCUs to the top provider and then distributed down to the MCUs and clients.  With this characteristic, it is best to have systems that are sharing an application to be a client of the top MCU.  To minimize the load on the top MCU, all other clients should be spread across the other MCUs in their immediate vicinity.

The process that shares an application uses a T.120 protocol and the shared application image is sent in packets.  The client that is sharing the application waits for a confirmation from all clients and MCUs that each packet or group of packets before it transmits the next group.  While this ensures that no data is lost, the slowest user determines the rate at which the image is built on all of the clients in a conference.  

The slowest user may be caused by CPU speed or the rate at which the data reaches the computer.  DISA recommends the CPU be no slower than 1 GHz with at least 512 K RAM.  Personal observations indicate faster CPUs and higher amounts of RAM make a significant difference on clients sharing an application.

The rate at which data reaches the computer is usually limited by the internal LAN at the remote site or the utilization rate of the circuit connecting the computer to the RIPRNET.  The internal LAN path between the computer system and the circuit to the RIPRNET should be all 100 MB switches.  If there are any hubs or 10 MB switches in the path to the circuit, data will be slowed by the numerous users on the network.

Circuit saturation is a concern with those sites that are not directly connected to the RIPRNET.  Some sites are connected with one or more T-1 circuits.  Numerous users on the RIPRNET easily exceed the circuit capacity at these sites.  For UFL 03, remote sites connected to the RIPRNET were the single greatest cause for shared application delays during the TSB.  For planning purposes, each site required 512 Kbps through put on the RIPRNET (2 GCCS-K systems requiring 256 Kbps each) to the supporting MCU.  A T-1 circuit has a capacity of 1.544 Mbps; 80% utilization (1.235 Mbps) is considered a saturated circuit.  This means that a site connected to the RIPRNET with a T-1 reporting 45% utilization will be saturated when joining the TSB.  A site with a circuit reporting 30% utilization will not be a problem.

While monitoring these sites before the TSB gives an indication of possible problems, a system to dynamically monitor these sites during the TSB must be established.  If the circuits are monitored during the TSB, if the slides or COP begin to slow down, the problem sites can be readily identified, notified to change their data usage habits, or disconnected.

Slides and the COP should be as basic and not overly detailed as possible when sharing them in an application.  It was noticed that a COP using a basic map of Korea with brown land, blue sea, and no terrain relief loaded significantly more quickly than a map with terrain elevations.  During one of the TSBs, a COP image with very detailed terrain locked about half way into the screen build and was never completed.

A COP loads more quickly if the basic map of Korea with no overlays was first shared and then the overlays added.  The way that the shared applications program works, once an image is built, it only sends changes to update the image.  So, once the COP is built as a shared image, the overlays are a very small change to the image.

Changing briefing slides and map overlays takes about six seconds to build.  Therefore, the briefers need to plan to take their time with each new overlay being described on a shared COP.  Some sites would brief so quickly, that the COP overlay was not fully redrawn before another overlay was being shared.

Someone joining or leaving a conference causes the shared application image to redraw.  While participants who are briefing and sharing a COP were connected starting with the rehearsal at 1600, the sites that were only monitoring the briefing would often connect five minutes after the briefing started.  One or two sites connecting during the start of a brief is not a problem; 16 sites joining at the start of a briefing is annoying.

The properties in NetMeeting need to be scrutinized for standardization.  The most significant properties to be adjusted are the entries in the “First Name” and “Last Name” fields on the “General” tab.  Whatever is entered in these fields is displayed in the following areas: the caller that is connected in the NetMeeting window, the title bar of the shared application window, and the caller identity in the CUSeeMe Server web pages.  This means that if “Joe Blow” is entered in these fields, when an application is shared, “Joe Blow’s Programs” will be on the title bar of the window that is shared to all of the clients in the conference.  The recommended entries are the Organization (e.g., TROKA) for the first name and the phone number to reach the DCTS operator (723-7918) for the last name.  This provides an alternate means of contacting someone on DCTS if necessary.

The exact IP addresses for those systems authorized to be in the briefing needs to be in the DCTS Operations System Administrator’s possession before the briefing.  This will afford him the ability to ensure only authorized participants in the briefing as well as ensures that he is able to identify the type of system that has joined the conference (through later cross-referencing).  Those participants who are not authorized in the briefing can be disconnected.  It does not take long for the user to discover the user ID may be used to log into multiple machines simultaneously.  This information will discourage unauthorized users.

One of the objectives to the TSB is to simultaneously distribute information to as many sites as possible.  However, due to the vulnerability of the entire system to a slow user, it was necessary to severely limit the number of authorized users to the TSB conference rooms.  Before the TSB, the DCTS Operations System Administrator was given guidance on who were the authorized users and when to knock a user out of the conference.  The basic rules are as follows.

1.  The CJ-3 (MG Higgins) approves any additional users.

2.  Any unauthorized users are disconnected.

3.  If any monitoring sites are suspected to slow DCTS performance, they may be disconnected during the briefing.

4.  If any participating (briefing) sites are suspected to slow DCTS performance, notify the Producer who will notify the CJ-3.  The CJ-3 will determine if the site should be disconnected.

It cannot be stressed enough that an operator must practice sharing and unsharing his COP and listen to instructions from the DCTS COP Controller over headsets.  The remote sites must practice sharing their COP.  At the start of UFL, it was apparent which sites trained on DCTS.  Through rehearsals scheduled by the Producer, most of the sites reached an acceptable level of proficiency.
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